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Agenda

• Primary Objectives

• Security & Data Protection

• Modularization

• Domain-Driven Design

• Model-Driven Software Development

• Code Systems, Sets and Categories

• Customization, Deployment, Upgrade

• Software Life Cycle Management
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Primary Objectives
Where are my Non-Functionals? In eHF!!

• Application Security

• Data Security

• Information Life Cycle

• Extensibility & Integration

• Modularity

• Layered Architecture

• Separation of Concerns

• Backward Compatibility

• Scalability & High Availability

• Testability

• Portability

• Standards

• Standard Technology

• Serviceability

• Maintainability
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Agenda
Security & Data Protection

• Introduction

• Application Security in eHF

• Data Protection in eHF

• Pseudonymization

• Application Level Encryption

• References
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Security In Computing

• Confidentiality - Only authorized parties can access computer-related 
assets (reading, printing, etc.).

• Integrity - Only authorized parties are able to change, delete or create 
assets.

• Availability - If parties are authorized to access assets, the access must be 
permitted.

Confidentiality

Integrity

Availability

Security
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Security In Computing

• Application Security

• Database Security

- Rely on vendor’s hardening best practices

• Network Security

- End-to-end encryption for network connections

- Firewalls

• Hardware Security Modules (HSM)

• Operating System Security

- Rely on vendor’s hardening best practices
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Operational Security and Processes

• Application security, data security and infrastructure security need to 
be complemented by operational security such as:

- Separation of roles and responsibilities for managing data

- Managing network security (like monitoring firewall and web 
server logs)

- Regular checks for and implementation of updates and patches 
for software components 

• Independent security audits are a crucial measure to ensure 
compliance with security standards and requirements.
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Secure Development Process

• Provide a flexible secure development process, which is able to 
integrate into the various software development processes

• Provide guidelines and recommendations for the implementation 
and validation of security measures

• Eliminate potential security issues or leaks from a framework 
perspective � architectural measures
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Data Protection and Data Privacy

• Legal - Each country has it‘s own data protection laws.

• Prevent Unauthorized Access - e.g. DBAs accessing business 
data.

• Protection of sensitive (i.e. medical) information of customers is

- One of the mayor selling points for business applications in the
eHealth sector.

- Mission critical, because otherwise it conflicts with legal 
requirements.
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Audits and Data Protection Certificates

• IPS - Internet Privacy Standards (datenschutz nord GmbH)

• GoodPriv@cy (SQS – Swiss Association for Quality and 
Management Systems)

• TÜV - Data Protection Audit (in progress)
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Penetration Testing

• Different terms which mean the same thing:

- Penetration Test,

- Vulnerability Audit,

- or Technical Risk Assessment.

• Process of actively evaluating an organizations information security 
measures.

• The analysis is carried out from the position of a potential attacker 
and can involve active exploitation of security vulnerabilities.
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Penetration Test Summary

Failure to Restrict URL Access

Insecure Communications 

Insecure Cryptographic Storage 

Broken Authentication and Session Management 

Information Leakage and Improper Error Handling 

Cross Site Request Forgery (CSRF) 

Insecure Direct Object Reference 

Malicious File Execution 

Injection Flaws 

N/ACross Site Scripting (XSS) 

eHF 
Countermeasure

Vulnerability
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Application Security in eHF

• Authentication

- Support various authentication mechanisms

- Username/Password (Login- and Syntax Policies)

- Certificate (X.509)

- Token-based (WS-Trust, SAML 2.0)

- PIN (Emergency PIN)

- Various infrastructure components

- OCSP (Online-Certificate Status Protocol)

- CRL (Certificate Revocation List)

• Audit

- Record User Actities on Business Objects
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Application Security in eHF

• Authorization

- Profile-based Permission Assignments

- Voter-based Access Decision

- RBAC-based Access Decision Voter

- Enforcement manifested in the framework

• Exception Handling

- Do not let a stack trace past your system boundary!

• Secure Infrastructure

- Secure Tomcat and Apache Configuration

- Latest Patch Level
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Application Security in eHF

• Content Scanner

- Scan document for malicious content

• CSRF (Cross-Site Request Forgery Guard)

• 3rd Party Library Patches

• Centralized Trust Store
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Data Protection in eHF

• Database Encryption

- Transparent Data Encryption (TDE)

- DBMS_CRYPTO 

• Extended Database Authentication and Authorization

- Oracle Database Vault (not implemented due to operational impact)

- Evaluation has shown that up to 8 different roles are required � not 
feasible

• Future development activities 

- Application Level Encryption (ALE)

- Extended Pseudonymization Concept (based on ALE)

- Flexible Key Management Infrastructure
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Application-Level Encryption

• Encryption of protected information on the level of the application

• Ensures that the data persisted in the database is not readable for 
database administrators

• Is database-technology independent

• Support Pseudonymization approach in eHF
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Pseudonymization
Introduction

• Wikipedia: “A pseudonym (Greek pseudo + -onym: false name) is an 
artificial, fictitious name, also known as an alias, used by an individual as an 
alternative to a person's true name.“

• Wikipedia: “Pseudonymization is a procedure by which all person-related 
data within a data record is replaced by one artificial identifier (like a hash 
value) that maps one-to-one to the person. 

The artificial pseudonym always allows tracking back of data to its origins 
which is the difference with anonymized data, where all person-related 
data that could allow backtracking has been purged. 

Pseudonymization is an issue in patient-related data that has to be passed 
on securely between clinical centers. “
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References
Security & Data Protection

• eHF Concept Papers

- Authorization

- Container-based Access Control

- CRL and OCSP Integration

- Pseudonymization

- Web Service Exception Handling

• How To‘s

- How to validate Certificates

- How to configure Login and Syntax Policies

- How to encrypt eHF-based Products

- How to integrate Encryption in Development

• Presentations

- Authentication Basics

- Access Control – Hands On

- Security Essentials

- Certificates

- Security Annotation Framework

- Top 10 Vulnarabilites

- Security Token Service

- Database Security

• Training Material

- Encryption and Upgrade

- Profile Definition and Upgrade
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Agenda
Modularization

• Motivation – Why Modularization?

• eHF Application Meta Model

• eHF Service Modules

• References
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Modularization
Motivation - Why Modules?

• Separation of Functional Responsibilities

- A module covers one particular problem domain

- A module provides a well-defined interface for solving the given problem

- Each module has clearly defined module boundaries

• Public API

- A module expresses its services in form of a clearly defined and exposed 
API

- Any assumptions on internals are not allowed
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Modularization
Motivation - Why Modules?

• Implementation Hiding

- Module internals are protected from direct access

- Technical enforcement to prevent violation of module contract

- Module users cannot bypass exposed API

• Isolation

- Allows for evolution of the internal implementation

- Ensures the integrity of a module
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Modularization 
Motivation - Why Modules?

• Modularization of Products

- Modules can be composed and configured to make up different products

� No monolithic applications

- Modules can be used in multiple products
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Modularization 
Motivation - Why Modules?

• Organizational Benefits of Modular Development

- Manage dependencies on the granularity of modules

- Maintainability on the module level is increased

- Scales better with increasing number of teams

- Leads to clearer designs and system architecture

- Modules can be versioned and developed individually

- Module terminology improves communication and allocation of functional 
responsibilities
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eHF Module and Component Meta Model 

Service

Library
Module

Module

Structural
Component

Behavior
Component

Functional
Component

Persistence
Component

Component

Configuration
Component

�

Contract
Component

Service
Module

Provider
Component

Consumer
Component

Integration
Component
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eHF Module and Component Meta Model
Module Classification

• Library Module

- Provides API or implementation with well-defined extension points

- Has no persistence

- Does not expose an external (web) API

• Service Module

- Provides services for a particular problem domain

- May reuse other library or service modules

- Service orchestration for complex business processes possible
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eHF Module and Component Meta Model
Module Interdependencies

Library 
Module 1

Library 
Module 2

Service 
Module 1

Service 
Module 2
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eHF Module and Component Meta Model
A Communication Tool

eHF Entity-
Relationship

E-R 
DB

eHF Entity

E-R 
API

Entity DB

eHF Commons Entity

E-R
Provider

API

E-R
SPI

Org
SPI

System
SPI

Person
SPI

Org
Provider

API

System
Provider

API

Person
Provider

API

eHF Usermgnt

User
API

User
DB

LifeSensor / LCM / SDK

<<use>>

<<use>>

Entity 
API

<<implements>> <<implements>>

LSPH Entity
Facade

LSPH
Entity 

API
<<use>>eHF Document

eHF Module
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eHF Application Meta Model

Library
Module

Application

Service
Module

��
3rd Party
Libraries

�

Configuration
Component�
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eHF Solution Meta Model

Solution

Application

�

Integration
Component�

�
Integration
Component
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Module-specific Service

eHF  Service 
Module 1

3rd Party
Service

eHF  Service 
Module n

eHF-based Application

eHF Application Meta Model 
Example eHF-based Application

eHF  Service 
Module 2

…

Application-specific Service
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eHF Service Module 
eHF Service Module Abstraction

Service
Module

internal
adapter

external
adapter

outbound
adapter

outbound
platform adapter

inbound
platform adapter
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eHF Service Module 
eHF Module Integration

External Service 
Consumer

external
adapter

Internal Service 
Consumer

internal
adapter

Service
Module

outbound
adapter

Interface
Implementation

Message ListenerBusiness 
Service
Module

outbound
adapter

Business 
Service
Module

Message Sender

eHF Messaging

internal
adapter
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eHF Service Module 
Modularized Product Assembly

Service 
Module 2

�

Datasource

Service
Module 1

Module Execution Platform
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eHF Service Module 
Service Module Details

Business 
Service
Module

internal
adapter

external
adapter

outbound
adapter

outbound
platform adapter

inbound
platform adapter

Business Service Module

�	������
 ���	���

Inbound Integration Layer
(Web Service API)

Outbound
Integration Layer

�	������ ���	���

Business Layer
External Service 

Provider

External Web Service 
Consumer

�	� ��	
�

���
��	

�� ��	
�

�
�
	�� ��	
�

�	�
���

�	�
�	 ��	
�

Data Access Layer

Inbound Integration Layer
(Internal API)

Browser

Internal Service 
Consumer

Web Presentation Layer

Module Execution Platform

Datasource
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eHF Service Modules 
Service Module Stack
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Web Service Definition
(incl. Compatibility Layer)

Web GUI
Controller/View

External Transfer
Objects (XTO)

Data Transfer
Objects (DTO)

XTO AssemblerDTO Assembler

External Service
Adapter

Service Adapter

Domain Objects
(Persistence Model)

Object Manager

Data Access Objects (DAO)

Service

Service Adapter Layer

Persistence Layer

(adapter)

(core module)

Service Layer

eHF Service Modules 
Service Module Stack 
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eHF Service Modules
Persistence Layer

• Domain Objects

- Data model that is persisted and used within services

• Data Access Objects (DAO)

- Data access layer

- Decouples from used persistence technology

• Object Manager

- Manages complex object graphs

- Checks for object graph integrity depending on meta data

- Ensures object graph consistency, especially at object associations

- Triggers events when performing CRUD operations

External Transfer
Objects (XTO)

Data Transfer
Objects (DTO)

XTO AssemblerDTO Assembler

External Service
Adapter

Service Adapter

Domain ObjectsObject Manager

Data Access Objects (DAO)

Service
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eHF Service Modules
Service Layer

• Central location of business logic 

• Services work on domain objects

• Services are not directly accessible through the module’s interface

• Services are only accessible through dedicated service adapters

External Transfer
Objects (XTO)

Data Transfer
Objects (DTO)

XTO AssemblerDTO Assembler

External Service
Adapter

Service Adapter

Domain ObjectsObject Manager

Data Access Objects (DAO)

Service
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eHF Service Modules
Service Adapter Layer

• Service Adapters

- Represent the public API of a module

- Distinction between internal and external adapters

• Transfer Objects

- Transport data model for the public API

- May differ from domain model

• Assemblers

- Translate between internal domain objects and external transfer objects

- Handles deviances between domain model and transfer object 
representation

External Transfer
Objects (XTO)

Data Transfer
Objects (DTO)

XTO AssemblerDTO Assembler

External Service
Adapter

Service Adapter

Domain ObjectsObject Manager

Data Access Objects (DAO)

Service
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eHF Generator
Service Module Artifacts
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References
Modularization

• eHF Reference Documentation

- Module / Component Meta Model

- Modularization

- Public API

• eHF Concept Papers

- Master Data Harmonization (ADM)

- Product-specifc Constraints

- Web Service Exception Handling

- Docnet – Developing a Module

• Presentations

- Master Data Harmonization

- Modularization and Module Life Cycle

- Public API

- Module Integration Patterns

• Tutorial

- Docnet – Developing a Module
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Agenda
Public API

• Introduction

• Solution

• Summary

• References
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Introduction
Consumer Perspective

• A consumer of a module 

- wants to know how a module can be used and is not interested in 
the internal details

- requires that the module remains largely compatible over time

- has to satisfy the module-platform contract

- may be required to replace a module at a later point in time
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Introduction
Provider Perspective

• A provider of a module

- wants to satisfy the needs of the consumer

- ensure backward compatibility

- define the module contract with the platform

- document module usage to the required extent

- wants to stay as flexible as possible when evolving the module

- isolate internal details from the consumer

- requires mechanisms to resolve incompatibilities
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Introduction
Solution

� Definition and Enforcement of a Public API

� eHF should support both provider and consumer
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eHF Public API Concept

Elements of the eHF Public API Concept
Summary

Public API
Artifact

(Definition)

eHF Build
Procedure
(Definition &

Enforcement)

Spring Context
Modularization

(Definition &
Enforcement)

Spring Custom
Namespaces

(Definition &
Enforcement)

Exception and 
Error Handling

(Infrastructure)

Layered 
Architecture

(Prerequisite)
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References
Public API

• eHF Reference Documentation

- Public API

• eHF Concept Paper

- Web Service Exception Handling

• eHF Presentations

- eHF Public API  - Isolate Yourself – Stay sane!
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Agenda
Domain-Driven Design

• Introduction

• Principles

• Selected Best Practices

• Applicability and Issues

• References
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Domain-Driven Design
Introduction

• “Domain-driven design is not a technology or a methodology. It is a way of thinking 
and a set of priorities, aimed at accelerating software projects that have to deal 
with complicated domains.” , www.domaindrivendesign.org

• Domain Driven Design is about “a set of design practices, techniques and 
principles”, www.domaindrivendesign.org
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Principles (1/3)

• The domain model is the focal point of software development

• Developing software means evolving the domain model

• An Ubiquitous Language that evolves with the domain model is used everywhere 

- Modeling approaches, examples and best practices

• Terminology

- Model partitioning

- Code partitioning

- Patterns

- Process
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Principles (2/3)

Services

Entities

Value 
Objects

Aggregates

Repositories

Factories

Model-Driven
Design

Layered 
Architecture
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Principles (3/3)

Ubiquitous
Language

Anticorruption
Layer

Shared
Kernel

Continuous
Integration
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Domain-Driven Design – Best Practices
Evolving the Model and an the Ubiquitous Language (1/2)

• Use the model as the backbone of a language . Commit the team to exercising that 
language relentlessly in all communication within the team and in the code. Use the 
same language in diagrams, writing, and especially speech.

• Iron out difficulties by experimenting with alterna tive expressions , which reflect 
alternative models. Then refactor the code, rename classes, methods, and modules 
to conform to the new model. Resolve confusion over terms in conversation, in just 
the same way we come to agree on the meaning of ordinary words.

• Recognize that a change in the Ubiquitous Language is a change to the model .

• Domain experts should object to terms or structures  that are awkward or 
inadequate to convey domain understanding ; developers should watch for 
ambiguity or inconsistency that will trip up design.
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Domain-Driven Design – Best Practices
Evolving the Model and an the Ubiquitous Language (2/2)

• Model out loud: Play with the model as you talk about the system. Describe 
scenarios loudly using the elements and interactions of the model, combining 
concepts in ways allowed by the model. Find easier ways to say what you need to 
say, and then take those new ideas back down to the diagrams and code.

• Business experts and development team should use th e Ubiquitous Language 
without exceptions . Only this unified usage of language and vocabulary can ensure 
that the domain model is sound. If sophisticated domain experts don't understand the 
model, there is something wrong with the model.

• Model must be technically sound . A model that can not be technically realized 
does not fulfill its purpose.
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Domain-Driven Design – Best Practices
Documentation

• Documentation must use the Ubiquitous Language.

• Documents complements model, code and speech.

• A document must be involved in the project activities. If the document 
introduces another language it is not fulfilling its purpose.
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Domain-Driven Design – Best Practices
Isolating the Domain

• Partition a complex program into layers . Develop a design within each layer that is 
cohesive and that depends only on layers below. Follow standard architectural 
patterns to provide loose coupling to the layers above.

• Concentrate all the code related to the domain mode l in one layer and isolate it 
from the user interface, application, and infrastru cture code. The domain objects 
can be focused on expressing the domain model. 

• The domain layer is where the model lives - Isolating the domain implementation 
is a prerequisite for domain-driven design .

• The domain model must have a clearly distinguished responsibility. The domain 
should be clearly isolated and distinguishable from other domains.
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Applicability and Issues

• Code is super valued. It is supposed to be the only vital representation of the domain 
model. 

• The term Aggregate is neither used appropriately nor consistently with general OOD. 

• The term Repository seems not to be appropriate. How it is related to our services?

• The mixture of Value Objects, sharing and immutability considerations seems to be 
inappropriate. 

• Enforcement of invariants and other constraints. 

• Domain-Driven Design is to a significant amount subject to interpretation.
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References
Domain-Driven Design

• eHF Reference Documentation

- Domain-Driven Design

• eHF Concept Papers

- Master Data Harmonization 

• eHF Presentations

- Domain-Driven Design & MDSD

- Generator Evolution

- Public API



ICW eHealth Framework<Date>60

Agenda
Model-Driven Software Development

• Introduction

• Terminology

• Objectives

• eHF Generator

- MDSD Approach in eHF

- Generated Service Module

- eHF UML Profile

- Example

- openArchitectureWare

- Architecture-Centric MDSD
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Model-Driven Software Development
What is MDSD?

• MDSD stands for Model-Driven Software Development

• A development technique that supports the automatic generation of 
executable software from models

• Models are on a higher level of abstraction

• Domain-specific languages (DSLs) are used to express models

• The direction is unidirectional - changes in the code do NOT reflect 
changes in the model
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Introduction
MDSD is similar to a compiler

• In principle, a MDSD approach provides compiler-like functionality

- Source Artifact � model (UML or other formats)

- Compiler � a series of transformations and interpretation of the model

- Compiled Artifact � executable code, descriptors, configuration files

• The “compiler” transforms the model to executable code

• The “compiler” does not require further user interaction
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Model-Driven Software Development
MDSD – Terminology

• CASE-Tools (Computer-Aided Software Engineering)

- Design UML model and generate code from it

- Modifications in code are automatically updated in the model and vice-versa

- Simple one-to-one mapping of model elements to code

- Examples of Case tools include Rational Rose, Together, etc.

UML Model Code
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Model-Driven Software Development
MDSD – Terminology

• MDA (Model Driven Architecture)

- Specified by Object Management Group (http://www.omg.org/mda/)

- Platform-independency is the central paradigm

- Platform-independent model (PIM) used by Domain experts

- Platform-specific model (PSM) for Java, .NET, CORBA, etc.

Platform-Independent Model (PIM)Platform-Independent Model (PIM)

Platform-Specific Model (PSM)Platform-Specific Model (PSM)

CodeCode
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• MDSD (Model-Driven Software Development)

- Model can be anything that is appropriate to model the domain

- Domain Specific Languages (DSLs) can be defined for a specific domain

- The generated artifacts can be any artifact

- The direction is unidirectional - from changes in the code you normally cannot automatically reverse 
engineer the model

Model-Driven Software Development
MDSD – Terminology

Model Artifact
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MDSD and MDA are similar, but have the following differences:

• Central paradigm:

- MDA � platform-independency

- MDSD � pragmatic approach; optimize development process

• Automation

- MDSD � automate as much as possible. Target: no user interaction required

Model-Driven Software Development
MDSD – Terminology
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Model-Driven Software Development 
Promises of MDSD

• Quality

- Increased quality of the developed software

- Homogenous architecture

- Reduced sources for defects

- Strictly adheres to conventions

• Speed

- Software development speed is increased

- Changes to core architectural aspects can be done quickly
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Model-Driven Software Development 
Promises of MDSD

• Separation of Concerns

- Domain specific considerations and technical concerns are separated

- Reduced redundancy (model as source code)

- Improved maintainability / extensibility on both ends

• Centralized expert knowledge

- In-depth technology knowledge, best practices and conventions are 
collected in the generator templates

- The gathered knowledge is used throughout the generated projects
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Model-Driven Software Development 
Promises of MDSD

• Abstraction

- The model represents an abstraction from the implementation details and 
the system configuration

• Flexibility

- Flexibility is increased

- Migration to other platforms is easier � MDA paradigm (platform 
independence)

- Optimizations can be applied in a centralized manner � centralized expert 
knowledge
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The eHF Generator 
MDSD Approach in eHF

• MDSD approach to support the efficient development of software 
modules in the eHealth domain

• UML2 is used to define domain model

• UML’s extension mechanism through profiles is used to support 
additional eHF concepts

• Uses an architecture-centric approach (AC-MDSD) and tries to 
abstract as many details of the used technologies as possible
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eHF Generator 
Architecture-Centric MDSD

• Realizes objectives that separate domain model concerns from technical 
concerns.

• Represents a pragmatic and holistic approach mainly focusing on 

- Increasing development speed

- Increasing software quality

- Utilizing experience, patterns, best practices

- Better maintainability

- Practical reusability

- Increased flexibility on the level of architecture and technology to ensure "state-of-
the-art" architecture

• Creates a generative software architecture for software system families.
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eHF Generator 
eHF Profile
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eHF Generator 
eHF Profile

• ehf-domainobject stereotype

- Marks an UML class as eHF domain object

• ehf-attribute stereotype

- Provides additional eHF concepts like attribute constraints, 
security and visibility settings

• ehf-service stereotype

- Defines a service for an eHF module

• ehf-operation stereotype

- Allows to control eHF operational characteristics like visibility and 
parameter multiplicity
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eHF Generator 
Example model
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eHF Generator 
MDSD – The generated Service Module 

Service Module

Domain ModelDomain Model

Generated
Java 
Code

Generated
Config

Schema
Creation

Script
(Oracle)

Schema
Creation

Script
(HSQLDB)

hibernate
tool

Custom
Java 
Code

Custom
Config

Web 
Pages

…



ICW eHealth Framework<Date>76

eHF Generator
Service Module Artifacts
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eHF Generator
The workflow

TopCased
Diagram
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Versioned
Templates

eHF
Templates

EMF UML2
Meta Model

Profile Metamodel

EMF UML2
Model (*.uml)

UML2 Metamodel

MagicDraw
Project

EMF UML2
Model

XMI
Reader

TopCased
Diagram

eHF
Meta Model

eHF Metamodel

eHF ModelM2M
Legacy
Profile 

Normalizer

Versioned
UML Profile



ICW eHealth Framework<Date>78

Reference
Implementation

(manual)

analyze, 
separate, 
generalize

UML
Profile

Meta
Model

Reference 
UML

Model

eHF Generator
(Generator)

eHF Commons
(Infrastructure)

eHF Reference
(Reference Module)

Generator
Template

Generic Code
Custom 

Code

Generator
Template

Generator
Templates 
(repetitive code)

Reference
Implementation

(generated)

Generate!

replace, 
extend

eHF Generator 
Architecture-Centric MDSD
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MDSD Extended
Versioned Templates

• Versioned Templates allow us to develop extensions and 
improvements of the Generator in an isolated fashion.

• Efforts with using Versioned Templates (migration to a new version) 
are well-described and can be planned.

• Versioned templates allow to introduce special templates for special 
needs in a centralized manner.

• Versioned templates help us to evaluate ideas and new concepts.
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MDSD Extended
Versioned Templates

• Versioned Templates can make the templates very complex and 
should be used consciously and with care.

• Do we need a process to deprecate old templates? What does the 
technically implementation look like?

• How do we test and quality assure Versioned Templates?
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References
Model-Driven Software Development

• eHF Reference Documentation

- Model Driven Software Development

• eHF Presentations

- Domain-Driven Design & MDSD

- Generator Primer

- Generator Evolution

• eHF Generator Training

• eHF Docnet Tutorial
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Agenda
Assembly, Customization, Deployment

• Assembly

• Customization

• Deployment

• References
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Assembly, Customization, Deployment

• Assembly

- Input

- Module Dependencies

- Configuration

- Bootstrap

- Upgrade

- Integration Tests

- Output

- Distributable Artifact (release zip)
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Assembly, Customization, Deployment

• Customization

- Input 

- Distributable Artifact (release zip)

- Further Module Dependencies

- Customization Data (or Dependencies)

- Output

- Customized Distributable Artifact (release zip)
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Assembly, Customization, Deployment

• Deployment

- Input 

- (Customized) Distributable Artifact (release zip)

- Target Environment Configuration

- Output

- Database Setup

- Deployable Artifacts (suited for target platform. E.g. a WAR file)
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References
Assembly, Customization, Deployment

• Reference Documention

- eHF Module Build

- eHF Application Build

- eHF Customization Plugin

- eHF Deployment Plugin

• Whitepapers

- Localization & Internationalization Whitepaper
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Agenda
Code Systems, Sets and Categories

• Theory and Concepts

- Motivation Code Systems 

- Terminology and Concepts

- Big Picture

• Usage in eHF

• Reference
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Motivation
Code Systems and Semantic Interoperability

• Definition Interoperability (Wiki): 
“Interoperability is a property referring to the
ability of diverse systems and organizations to 
work together (inter-operate).“

• Technical interoperability is given by a 
common protocol. But what about the 
interoperability when different systems 
exchange medical information?

- Problem: different languages and 
different vocabulary for the same 
terminology

Medical
system

(Bulgaria)

Hospital
(US)

Lifesensor
(Germany)

Information of patient x:
hay fever allergy
(grass or birch tree )

Terminology server

<patient>
<allergies>

<Heuschnupfen>
</allergies>

</patient>

<patient>
<code>

<ID.H>
</code>

</patient>

Lookup code ID.H

ID.H = hay fever
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Code Systems

• Describes coded information such as

• Administrative data (e.g. gender, country)

• Medical terms (e.g. allergy, diagnosis, encounter type)

• System/error messages

• Implements the technical concept of

• Dictionaries and controlled vocabularies

• Classification systems

• Provides support for tasks like

- Exchange of standardized information (ICD-10)

- Localization (translation, different standards)

- Specification of types (gender, telecom)
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Terminology
Overview

• Code System is defined by an Object Identifier (OID)

• Code is specified by a key and an OID

- Can be resolved to different values (translation)

- May be grouped in subsystems

• Code Set is a subset of a code system

- Sometimes referred to as a value set

• Code Category is an abstraction of code sets

- Several code sets within a category (grouping into a superset)

- E.g. represented by localization specific code sets
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Terminology
Object Identifier

• OIDs are defined by ISO 8824/X.660

- International standard

- Widely in use

- Meaningless identifier, like a UUID

• Hierarchical composition of an OID

- Top Levels of hierarchy are controlled by ISO and ITU

- Lower levels controlled by registered entities

- An OID owner must ensure the uniqueness below their ‘root’ node

� Unlimited extensibility

� Uniqueness throughout the world
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Terminology
ISO OID Tree Structure

Abstract Root

ITU (0)

ISO (1)

Standard (0)
Regsitration
Authority (1) Country (2)

Identified
Organization (3)

Number of
ISO standards

US (840)

Numeric country
Code in ISO 3166

CA (124)

ICD in
ISO 6523

WHO DOD (6)

Internet (1)

Joint-ISO-ITU (2)

DS (5)

X.500
identifer

Country (16)

Numeric country
Code in ISO 3166

CA (124)
US (840)

Organizations (1)

CDC (114222) HL7 (113883)

Netscape (113730)

ICW (37)
Organization (3)

Each node is represented by an integer
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Code System Model

E

B
C

D

code system : OID

A.1 A.2

code set X : OID.B, OID.A.1

code set Y : OID.C, OID.D

sub system : A

F
G
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Terminology
Definition of a Code System

<ehf-codesystem>
<codesystem oid="2.16.840.1.113883.5.4">

<version id="1.0.0">
<locale language="de" status="final">

<code key="AE">American Express</code>
<code key="MC">Master Card</code>
<code key="V">Visa</code>

</locale>
<locale language="en" status="final">

<code key="AE">American Express</code>
<code key="MC">Master Card</code>
<code key="V">Visa</code>

</locale>
</version>

</codesystem>
</ehf-codesystem>

code system : OID

A.1 A.2

sub system : A

code : OID.D

code : OID.A.2

D
A

B

C

code : OID.C

Payment card types
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Terminology
Definition of a Code Set

<ehf-codesystem>
<codeset name="EXT-GEN-PAYMENT-CARD-TYPE-DE" 

ref-oid="2.16.840.1.113883.5.4" ref-version="1.0.0">
<version id="1.0.0" status="in progress">

<code key=“MC"/>
<code key=“V"/>

</version>
</codeset>

</ehf-codesystem>

Payment card types for DE and US

A

B
C

D

code system : OID

1 2

code set X : OID.B, 
OID.A.1

code set Y : 
OID.C, OID.D

sub system : A

<ehf-codesystem>
<codeset name="EXT-GEN-PAYMENT-CARD-TYPE-US" 

ref-oid="2.16.840.1.113883.5.4" ref-version="1.0.0">
<version id="1.0.0" status="in progress">

<code key=“MC"/>
<code key=“V"/>
<code key=“AE"/>

</version>
</codeset>

</ehf-codesystem>
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Terminology
Definition of a Code Category

code set X : 
OID_1.B, OID_1.C

A

B
C C

code system : OID_1

code set Y : OID_1.C, 
OID_2.B, OID_2.D,

code system : OID_1

B

A

D
D

<ehf-codesystem>
<import id="C08.04/codesystem-import-phr">
<category name="C-PAYMENT-CARD-TYPE">

<codeset name="PAYMENT-CARD-TYPE-DE/>
</category>

</import>
</ehf-codesystem>

Payment card types for DE and US

<ehf-codesystem>
<import id="C08.04/codesystem-import-phr">
<category name="C-PAYMENT-CARD-TYPE">

<codeset name="PAYMENT-CARD-TYPE-US/>
</category>

</import>
</ehf-codesystem>

category Z : X, Y

Best practice: Categories are used for localization purposes and makes it
possible that application code can remain unchanged when a product is localized! 
Example category C-DIAGNOSIS-VALUE-CODE: Classification of the diagnoses in Germany with 
the ICD10 code system and in the U.S. with the ICD9 code system.
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eHF-Codesystem - Big Picture

Code system
repository

Business requirements/ 
Domain experts
-Code set definitions based on
the business requirements
- Definition of semantic ordering

Dictionary & 
internationalization/ Technical
Writing & CS-Manager
- Translations of code systems

pr
ov

id
e

ke
ys

fo
r

co
de

se
td

ef
.

Code sets

Code systems

specifies languages

specifies code sets

and categories

Product specification &
localization/ Customization
-Specifies the import code sets
and categories
-Specifies the import languages
- Localization is realized by the
concept of categories (aliasing of 
code sets)

Import filter

<category name="C-PAYMENT-CARD-TYPE">
<codeset name=“PAYMENT-CARD-TYPE-US“/>

</category>

Use categories whenever possible:
Resolving against categories �
Programming against interfaces

<codeset name=“PAYMENT-..-US..“>
<code key=„AE"/>
<code key=“MC"/>
<code key=“V"/>
…

</codeset>

<codesystem oid=“2.16…..5.4“>
<locale language="de"   
<code key=“V">Visa</code>

…
</locale>
<locale language=„en"   

…..
</codesystem>
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Person

+gender : Code{codeSystem = EXT-GEN-PERSON-GENDER}

Restrict an Attribute to a Code Set

• A classPerson has an attribute gender

• Add attribute Code gender

• Restrict the genderto a CodeSet

- codeSystem = “EXT-GEN-PERSON-GENDER”

• Specify the CodeSystemand Codefor stateduring runtime

- Use code set “EXT-GEN-PERSON-GENDER”

- oid = “2.16.840.1.113883.5.1”, version = “1.0.0”, key = “F”

• Determines the Person as Female, Weiblich, …
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Address

+state : Code{codeCategory = C-ADDRESS-REGION}

Localize an Attribute

• A classAddress has an attribute state.

• Add attribute Code state

• Restrict the stateto a Category

- codeCategory = “C-ADDRESS-REGION”

• Specify the CodeSystemand Codefor stateduring runtime

- Use e.g. code set “EXT-GEN-ADDRESS-REGION-US”

- oid = “2.16.840.1.113883.6.231”, version = “1.0.0”, key = “NY”

• Determines the Address as a location in New York
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Versioning

• Versioning a Code System

- Normally, updates and deletions of codes in a code system results in 
a new code system with the version 1.0.0 (with a new OID)

• Versioning Code Sets

- CODE_SYSTEM_VERSION – Deleting or updating of codes of a 
code system results in an increment of the first part of the version 
number. Such a change leads to incompatibilities.

- CODE_SET_MAJOR_VERSION – Extension of a code system or 
extension of a code set based on an existing code system results in 
an increment of the second part of the code set version number.

- CODE_SET_MINOR_VERSION – The third part of the code set 
version number is not used currently.



ICW eHealth Framework<Date>101

Versioning

• Support of several Code Set versions

- If the existing record entries must not be changed.

- It is possible: 

- To get a list of codes of the current code sets (of a category)

- To get a list of codes of a defined code set version

- To validate codes of several code set versions of one code set
(backward compatibility)

- To resolve codes of the existing entries (based on the first
version) as well as of new entries (based on the second version) 
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Versioning

• Replacing a Code Set

- If codes are added � no problem

- If you want to use a new code system (delete or rename codes), you
have to 

- Define a mapping between codes of the old and the new code
set version

- Update the existing record entries

- Be aware of backward compatibility in the API (mapping of 
codes)

- The old code set is not stored any longer, the client systems can get only
the new code set
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Life Cycle of a Code Set Version
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Import Process

Code Set
Defintion

Code System Repository

Code System Data –
Charly 3.1, 

German Localization

Code System Data –
Charly 4 

German Localization

Code System Data –
Charly 3.1, 

Swiss Localization

codesystem-
import.xml

codesystem-
import.xml

codesystem-
import.xml

codesystem-
Import_ehf.xml

includes



ICW eHealth Framework<Date>105

References
Code Systems, Code Sets and Categories

• eHF Concept Paper

- Code Set Usage
Definition, Naming and 
Versioning

• eHF Reference Documentation

- [General Concepts] 
Codes, Code Sets and Code 
Systems

- [Infrastructure Modules] 
Code Systems in eHealth 
Framework

• Presentations

- Everything You Always Wanted 
to Know About Code Systems …

- Semantic Interoperability with
Code Systems
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Agenda
Software Life Cycle Management

• General Non-functional Requirements

• Versioning Schemes

• eHF Lifecycle Example

• Backward Compatibility

• eHF Database Upgrade process
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General Non-functional Requirements of Production Software

• Durability

- My software shall be stable

- My software shall be robust

- My software shall be compatible

- And of course scalable

• Flexibility

- However it should be extensible

- While staying evolvable

- And it should deliverable (fast) and maintainable

- While covering the latest requirements
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Versioning Schemes

APR (Apache Portable Runtime)

MAJOR.MINOR.PATCH 

OSGi (Open Service Gateway Initiative)
version ::= major( '.' minor ( '.' micro ( '.' qualifier )? )? )?

major ::= number

minor ::= number

micro ::= number

qualifier ::= ( alphanum | ’_’ | '-' )+

Wikipedia

major.minor[.revision[.build]] or major.minor[.maintenance[.build]]

General Rules (according to APR)

• Major versions
- are incompatible and represent large scale 

upgrades of the API

• Minor versions
- are compatible with older minor versions on 

source and binary level .

• Patch versions
- Are perfectly backward and forward compatible
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eHF Lifecycle Example

2.0.5 2.0.16

2.2.5 2.2.10

2.3.2

... ...

... ...

...

� disused

Time

upgrade

2.0.0

backward
compatibility

upgrade

2.2.0

upgrade

2.3.0

neon

backward
compatibility

backward
compatibility
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Backward Compatibility – Why do we need it ?

• Web services in a productive environment (i.e. a product like 
LifeSensor services) are used by several systems provided by ICW
and partners. The systems may have decoupled release and 
upgrade cycles.

• SLA (Service Level Agreements): we state that we are backward 
compatible. This is vital for hosters and external partners. Moreover 
backward compatibility is a maturity and a quality indicator of a 
software system. Backward compatibility is essential for displaying 
company integrity.

� strong non-functional backward compatibility requirements
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Backward Compatibility – Possible Definitions

• “In technology, especially computing (irrespective of platform), a product is said to be 
backward compatible (or downward compatible) when it is able to take the place of 
an older product, by interoperating with other products that were designed for the 
older product.” Wikipedia

• If your application was build using a software with version X and you replace version 
X with version Y and the application is still running correctly, then Y is backward 
compatible with X. Björn Mehner

• An interface Inew is backward compatible to Iold if any client C that uses Iold can 
operate on interface Inew. 

Inew � Iold � " �� �C º Iold � C º Inew �

� : is backward compatible to

º ��operates using
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Backward Compatibility – eHF Definition

Interface I old

Implementation

Interface I new

Implementation

Inew � Iold � " �� ��� º Iold � C º Inew �

Client C
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Backward Compatibility – Web Service Level

Enterprise Service Bus

Extended Axis Servlet

Web Service Consumer
(Client)

Service Module
�	�� �	� �	�!��	 ������	����	 "#�$

Module Xto Adapter

Module Internals
(Module Service, …)

SOAP/HTTP

Level 2: 
Message Level

System Boundary

route and transformLevel 1: 
Integration Level

route, transform, bind

Level 3: 
Module Level

Module Xto Adapter‘
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eHF 2.0

eHF Database Upgrade Process (1/3) 

• We usually need several steps to upgrade an existing database 

- Create new schema elements

- Upgrade existing data from old to new elements / set default values

- Verify previous upgrade steps / check data integrity

- Drop obsolete schema elements

2.0 DB 2.2 DB

eHF 2.2

Step 1 Step 2 Step n...
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eHF Database Upgrade Process (2/3)
Toolset (eHF deploy plugin / ehf migration tools)

• eHF provides the infrastructure support to create an automized database 
upgrade

- The deploy plugin provides configurable goals

- upgrade:all / upgrade:prepare

- The migration tools library provides several configurable implementations 
for common tasks:

- ReplaceDataStep (to replace a set of values in a set of columns)

- SqlExecutionStep (to execute an SQL script with the process)

- ColumnDataIntegrityCheckStep (to validate assumptions)
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eHF Database Upgrade Process (3/3)
continuous database upgrade

• Every CI environment provides an automated project to execute the latest 
version of the automated upgrade process

- A developer can contribute an upgrade step for his/her module and test 
the whole process by triggering a cruise control project

- Therefore, problems with the upgrade steps, which only occur during the 
whole process can be identified very fast

2.0 DB

eHF 2.0

restore initial 
state of database

2.2 DB

TC 2.0
insert 

test data

execute latest 
upgrade process

eHF 2.2 TC 2.2
verify upgrade 

of test data
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References
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• Presentations

- Software Lifecycle Management

• HowTos
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Thank you for your attention!

<presenter>@icw.de


